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Abstract—Most of the deployed IEEE 802.11WirelessLocal
Area Networks (WLANSs) use infrastructur e Basic Sewice Set
(BSS)in which an AccessPoint (AP) servesasa gatewaybetween
wired and wireless domains. We present the transport layer
uplink unfair nessproblem that occurs due to uneven bandwidth
sharing betweenupstream Transmission Control Protocol (TCP)
data and downstream TCP acknowledgment (ACK) packets. We
propose ACK congestion control and Itering in the WLAN
downlink to improve fairness between uplink o ws. Through
extensie simulations, we show that the proposedheuristic algo-
rithms not only enhanceboth short- and long-term fair nessbut
also increasechannel utilization in the 802.11WLAN. Another
attracti ve feature for the proposedalgorithms is the independence
of the performancefrom variable TCP Round Trip Times(RTTSs).

I. INTRODUCTION

IEEE 802.11WirelessLocal AreaNetwork (WLAN) archi-
tectureis built arounda Basic ServiceSet (BSS) [1]. While
a number of stations may gather to form an independent
BSS with no connecwity to the wired network, the com-
mon deplgyment is the infrastructure BSS which includes
an AccessPoint (AP). The AP provides a connectionto the
wired network. The IEEE 802.11standardde nes Distributed
CoordinationFunction (DCF) as a contentionbasedMedium
Access Control (MAC) mechanism.The DCF usesCarrier
SenseVultiple Accesswith Collision Avoidance(CSMA/CA)
technique. The DCF operatesonly during the Contention
Period(CP) whereeachstationcontendgor the accesgo the
medium.If eachstationin a BSS usesthe samecontention
parametersfair accesscan be achieved in the MAC layer
for all contendingstationsin terms of the averagenumber
of grantedtransmissioropportunitiesover a sufciently long
interval.

However, providing fairnessin the MAC layer accessdoes
not directly translateinto achieving transportlayer fairness
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among individual ows for an 802.11 infrastructure BSS
scenario.The AP which senes all downlink o ws has the
sameacces9riority with the stationsthat sene uplink o ws.
Therefore,an approximatelyequal bandwidththat an uplink
nodemay getis sharedamongall donnlink o ws in the AP.
This leadsto the so-calleduplink/donvnlink unfairnessproblem
in the WLAN asdescribedn Sectionll whereeachindividual
downlink ow gets comparablylower bandwidththan each
individual uplink o w gets.

The TransportControl Protocol (TCP) de nes reliable bi-
directional communication.The forward link is usedfor the
transmissionof datasegmentsand the backward link carries
the acknavledgment(ACK) paclets for the successfullyre-
ceived TCP frames.In the caseof multiple TCP connections
in the uplink, the AP hasto transmitTCP ACK pacletsin the
downlink. As statedearlierand aswill be describedn detail
later, there exists an inherentuplink/dawvnlink unfairnessin a
WLAN. This canresultin a bottleneckfor the TCP ACKs
in the AP which may leadto severe paclet lossin the MAC
gueue.As a resultof the cumulatve natureof TCP ACKs, a
few connectionsmay be able to survive and the othersmay
stane.

First, we will provide a review of the literatureand attempt
to differentiateour work from similar approachesThe prob-
lem of WLAN fairnesshasbeenanalyzedat the MAC layer
in [2], [3]. However, as also pointedout in [4], MAC layer
fairnessin the 802.11 WLAN does not translateinto TCP
layer fairness.On the other hand, the proposedsolution of
[4] dependson connectionRoundTrip Times (RTT) andmay
result in poor channelutilization. Uplink/downlink fairness
problemis studiedin [5] using per o w queueing,but the
TCP unfairness problem betweenthe uplink ows is not
addressedA similar approachis proposedin [6] wheretwo
separateueuedor TCP dataand ACKs are used.The useof
IEEE 802.11eEnhancedistributed ChannelAccess(EDCA)
function [7] for providing fairnessin the 802.11 WLAN is
investicatedin [8]. While achieving fairnessthe MAC access
parameterf TCP trafc in [7] may impair the Quality-of-



Service(QoS)of higherpriority traf c suchasvoiceandvideo
ows. No guidelinesare statedon how to decide on good
contentionparametergor an arbitraryscenario A rate-limiter
approachs usedin [9] which requiresavailableinstantaneous
WLAN bandwidth estimationin both directions. The rate-
limiter approachcan be bandwidthinef cient.

An extensie literature exists relating to the impact of
asymmetrigpathson TCP performancd10], [11] in the wired
link contt. The effects of ACK congestioncontrol on the
performanceof an asymmetricnetwork in analyzedin [12]
for wired scenariosconsistingonly one or two simultaneous
ows. The effects of forward and backward link bandwidth
asymmetryhas been analyzedin [13] for a wired scenario
consistingonly one ow. Similar effects are also obsered
in practical broadbandsatellite networks [14]. The effects
of delayed acknavledgementsand byte counting on TCP
performances studiedin [15]. Several schemesre analyzed
in [16] for improving the performanceof two-way TCPtrafc
over asymmetriclinks where the bandwidthsin two dimen-
sionsdiffer substantiallyACK compressiorphenomenonhat
occursdueto dynamicsof two-way trafc usingsamebuffers
is presentedn [17].

In this work, we focus on the unfairnessproblembetween
the individual uplink TCP o ws in the WLAN which occurs
in the caseof a congestedlownlink AP buffer. Our approach
is basedon our conjecturethatif the AP managesandwidth
carefullyandschedule§ CP ACKswisely in thedownlink, the
uplink TCP unfairnessissuecan be resohed. We proposean
ACK congestiorcontroland Itering algorithmthatimproves
the uplink TCP fairnessconsiderably While providing fair-
ness,the algorithmdoesnot sacri ce high channelutilization
and low delay We also shaw that the proposedalgorithm
improves unfairnessthat resultsfrom uneven TCP RTTSs.

The restof the paperis organizedasfollows. We de ne the
uplink TCP unfairnessproblemin Sectionll. In the descrip-
tion, it is assumedhat the readerhas sufcient background
on IEEE 802.11WLAN andTCR In Sectionlll, the proposed
ACK congestioncontrol and Itering algorithmis described.
The performancesvaluationis the topic of SectionlV. Finally,
we provide our concludingremarksin SectionV.

Il. TCPUPLINK UNFAIRNESS OVER 802.11 WLANS

The 802.11 MAC layer contention mechanismprovides
MAC level fair accessif the contention parametersof all
nodes are equal. If n stationsand an AP are contending
for the accessto the wireless channel,each host ends up
having approximatelyl /(n+1) shareof thetotal transmissions
over a long time intenal. This resultsin n/(n + 1) of the
transmissiongo be in the uplink, while only 1/(n + 1) of
the transmissionsbelong to the downlink o ws. Under the
assumptiorof equalpaclet sizesandphysical layer datarates,
theseratios directly re ect the 802.11 uplink and downlink
bandwidthshare.This is theinherentWLAN uplink/downlink
unfairnessstatedpreviously.

TCP ow control and congestioncontrol mechanismsun
on bi-directionalcommunicatiorto ensurereliable transferof

TCP data.The transmissiordatarate is adjustedaccordingto
network capacity The TCPrecever returnsTCP ACK paclets
to the TCP transmitterin order to conrm the successful
receptionof datapaclets.In the caseof multiple uplink o ws
in the WLAN which are destinedto somepoint in the wired
network, returning TCP ACKs are queuedat the AP to be
transmittedat the wirelesshop. However, as explainedabove
the AP can enjoy a fairly small downlink bandwidth for
individual ACK o ws when comparedto the bandwidth of
eachuplink data ow. This asymmetryin the forward and
reverse path builds up the queuein the AP. The dropped
TCP ACKs impair the TCP ow and congestioncontrol
mechanismsvhich assumesqualtransmissiorratebothin the
forward and reversepath.

TCP's timeout mechanisminitiates a retransmissiorof a
datapaclet if it hasnot beenacknavledgedduring timeout
duration.However, ary receved TCP ACK cancumulatvely
acknavledgeall the datapaclets sentbeforethe datapaclet
for which the ACK is intendedto. Therefore,when ACK
paclet loss is severe in the AP buffer, ows with high
congestionwindows will not experiencefrequent timeouts.
In this case,it is a low probability that mary consecutie
TCP ACK lossesoccurfor the same o w. On the otherhand
o ws with low congestiorwindow (fewer pacletscurrentlyon
ight) may experiencefrequenttimeouts,and decreasedheir
congestionwindows even more. This resultsin a numberof
0 ws starvingin termsof throughputwhile othersenjoy a high
throughput.

Fig. 1 shavs the average throughput obsened by each
TCP ow for a scenarioof 15 stationsand an AP in an
ns-2 simulation[18]. Eachstationruns an FTP sessionover
TCP with a peerstationlocatedin the wired network. Each
stationhas802.11gphysical layer with physical datarate set
to 24 Mbps[20]. Othersimulationparametersreasspeci ed
in Section IV. The results illustrate the unfairnessin the
throughputachieszed by the uplink FTP ows. 9 of the TCP
o ws stane in termsof throughput.

Our main performancemetric is the widely usedfairness
index [19]. The fairnessindex, f, is de ned as follows: if
therearen,.; concurrentconnectionsn the network andthe
throughputachieved by connection: is equalto z;, 1
Nacts then P
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The fairnessindex lies between0 and 1, 1 beingthe most
fair situationwhereevery ow getsequalthroughput.For the
speci ¢ caseillustratedin Fig. 1, f is 0.4.

5

Nact i

I1l. TCP ACK CONGESTION CONTROL AND FILTERING
FOR FAIRNESS PROVISION

ACK congestioncontrol and ltering is a gatevay-based
techniquethat decreasethe numberof TCP ACKs sentover
the constrainedchannelby taking advantageof the fact that
TCP ACKs are cumulatve. Reducingthe numberof ACK
paclets generatedor a given amountof datadecreaseshe
collisionswith datapacletsin the wirelesschannel.
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Fig. 1. Averagethroughputof 15 TCP uplink ows with default 802.11
parameters.

Uplink TCP unfairness problem in the 802.11 WLAN
basically arisesbecauseof limited downlink bandwidthand
buffer spacefor TCP ACKs. We proposean ACK congestion
control and ltering algorithmthat effectively schedulesTCP
ACK accessin the downlink in order to provide fair num-
ber of averagetransmissiongrantsto eachuplink ow. Via
simulations,we shav that this algorithm not only provides
fair uplink accessbut alsoresultsin high throughputandlow
delay when comparedwith other proposedechniques.

The MAC queueis known asthe drop-tail Interface Queue
(IFQ) in 802.11.0ur algorithm enhanceshe drop-tail IFQ
implementationin an 802.11AP. Ratherthan queueingevery
relayed TCP ACK and dropping the over own paclets, the
algorithm controls the downstreamACK traf c accordingto
estimatedaveragebandwidtheach o w gets. The algorithm
adaptvely determinesat which time which ACK shall be
transmitted.

As a directresultof IEEE 802.11DCF using equalaccess
parameterdor both the AP and the stations,the AP may
get the channelgrant n times while every other station in
the WLAN accesseshe channeln times on averageover a
time intenal. Since smoothprogressof a TCP connectionis
highly dependenbn the receptiontiming of TCP ACKs, the
AP hasto equally divide downlink bandwidthamong ACK
streamsfor fair uplink accessSimple math shaws if the AP
were associatedvith n TCP upstreamo ws, it would be the
fair approachto sendan ACK per ow per n uplink TCP
datapaclet transmissionsThis way every associatedo w gets
equalnumberof ACKs over a sufciently long time interval
while the AP accessethe mediumin anequalamountof times
a stationaccessesatisfyingDCF de nition.

Unfortunately sucha simple ACK congestioncontrol and
Itering approachat the gatevay is not expectedto work
well in practicewhen time-varying TCP congestionwindow
sizes are considered. At a point in time, some TCP ows

may have considerablysmaller congestionwindows due to
recentTCP connectionstart, receptionof duplicateACKs, or
a timeout. Sticking with the congestioncontrol and lItering
with a x edconstantoesnot prioritize slov TCP connections
over fasterones. This may resultin TCP connectionswith
smallercongestionwindows not beingableto speedup again
and starvingin termsof throughputin the caseof a highly
congested\P buffer.

We presentour approachwhich adaptvely determinesthe
ACK to be transmittedat the AP accordingto the estimates
of the average interarrival time of ACK paclets that are
calculated by applying widely used exponential averaging
algorithmon actualinterarrival time. If we let AvgAC Kint;
be the averageACK interarrval time, Last AC Karr; be the
last ACK receptiontime for ow i, now be current ACK
receptiontime at the AP, and « be the averaging constant
(0 o 1) then

AvgACKint; =

a AvgACKint; + (1 «) (now LastACKarr;). (2)

According to our proposedACK congestioncontrol and
Itering algorithm, each ACK is buffered for the duration
of an adaptve ACK waiting time beforeit is scheduledfor
transmissionTherefore,the proposedalgorithm requiresthe
AP to maintaintwo buffers. The rst oneis assignedasthe
corventionaldrop-tail IFQ buffer whichthe802.11MAC layer
uses.The secondbuffer is usedby the proposedalgorithmto
control downlink ACK scheduleand ltering.

The relaying ACK paclet waits for the duration equalto
8 AvgACKint; in the control queuebeforeit is queued
to IFQ for transmission(s is a constantweighing factor). If
anotherACK paclet of ow i is receved while thereis an
ACK pacletof ow i in the control queue the previous ACK
in the buffer is replacedwith the nev cumulatve ACK. The
currentnumberof accumulatedACKs for the corresponding
O W (cumeyyr,;) is incrementedThe waiting timer is restarted
again with the updatedduration.

The algorithm speci es a threshold on the limit of the
numberof ACKSs that canbe accumulatedat the AP for each
OW i (cuMipresh,i)- AS SOON 8S CUMithresh,i CUM i
is satis ed, the cumulatve ACK is enqueuedto IFQ for
transmissiorand cum.,,,; iS resetto zero.

The decisionon the cumipresn,; is madeadaptively regard-
ing theinstantaneousumberof active TCP connectionsy .,
and AvgACKint; where0 ¢  ng. A TCP connectionis
labelled as active if the AP hasreceved an ACK belonging
to that ow in the time interval now  ActiveT hresh.

The ideais to setcumipresn,i higherfor ows with lower
AvgACKint; which are expectedto get a larger bandwidth
sharein the uplink (or vice versa). Therefore,the AP can
use the larger portion of the downlink bandwidth sharein
ACK transmissiondor slow o ws. This approachwill help
slow TCP o ws get ACKs more frequentlyandincreasetheir
congestiorwindows faster thuspreventthemfrom starvingin
termsof throughput.



In this paper we report the performanceresults of two
different methodsfor the selection of cumypyesn,i. These
heuristic methodsare very simple, and are shavn to provide
satishctory performancdn simulations.

Sorted assignment: The AP storesa sortedlist of active
o ws accordingto AvgAC Kint; from highestto lowest.
This methodassignscumipyress,; thelist index [ of ow
i times an integer constantc,,;. Therefore,cumipresh. i
is setto ¢, if the ow hasthe highestAvg AC Kint;.
Corversely cumipresn,i Of the ow with the lowest
AvgACKint; is assignedto cg.; nqc:. As the order
in the sortedlist changesthroughtime, cumresn,i IS
adaptvely updatedwith the new list index.

Grouped assignment: To select cumynyesn,i, the AP
groupsall o ws satisfying (3) in the sortedlist in one
entry.

(1 v) AvgACKint;

(1+7) AvgACKint;Q

fj7 0 J Nact -

AvgACKint; (©)

Accordingto the new sortedlist, cumipresn,; iS assigned
an integer from setC = fe¢, 1 1 < ¢ < Cmaz, Gk <
cg+1 9. AssumeC hassize N nge and ¢pq, 1S an
integer constantIf ow i is in top 1% percentin the
list, thencumypresn,i is assignedo ci. As theorderin the
sortedlist changeshroughtime, cumpyesn,; is updated

with the appropriateelementof setC.

Both methodsensureslov o ws get acknavledged more
frequently than faster ows. Grouped assignmentprovides

muchcoarsefcumypresh,; assignmenthansortedassignment.

This enablesaccumulatingequal numberof ACKs for ows
that useapproximatelythe samebandwidthon the average.

If specialcareis not taken, the ACK congestioncontrol
and ltering approachmay incur timeoutsat the TCP sender
Therefore,we de ne anothertimer for each ow which is
startedat the time when the rst ACK is receved with no
cumulative onesare bufferedin the control queue. Whenthis
timer expires,the cumulative ACK is directly enqueuedo IFQ
independendf cume,,; value.In the meantime cumcy,; is
resetto zero.

We also addressa number of known issuesabout ACK
Itering [12]. The TCP ACKs with ags setsuchasduplicate
ACKs are not ltered. If a ow is detectedto be newly
startedor recently receved three duplicate ACKs, the rst
coupleof TCP ACKs are directly enqueuedo the IFQ and
scheduledfor transmission.This approachpartially combats
the slow congestiorwindow growth problemduring the slow
startphase.

The proposedACK congestioncontrol and ltering al-
gorithm introducesa number of con gurable variables. As
pointed out in SectionlV, we decidedthe values of these
numbersthroughextensie simulation.

IV. SIMULATIONS

The focus of the simulationstudyis to analyzethe perfor
manceof the proposedACK congestioncontrol and Itering

algorithmin termsof fairnessaveragethroughputandchannel
utilization.

We have implementedhe proposedACK congestiorcontrol
and ltering algorithm in ns-2.28[18]. This distribution of
ns-2 supportsDCF in the 802.11 MAC layer We use FTP
trafc generatomwhich is modelledasbulk datatransfer Due
to spacelimitations, we only presentthe results for TCP-
NewReno. On the other hand, it is worth to mention that
similar resultshold for TCP-Tahoeand TCP-Reno.The TCP
recever acknavledgeseach data paclet with a TCP ACK.
The TCP parametersare left as default, except the recever
adwertised TCP congestionwindow of all ows is setto 42
paclets. TCPpacletsizeis setto 1500bytes.Unlessotherwise
stated,all the stationshave IEEE 802.11gphysical layer with
physical layer data rate set to 54Mbps [20]. DCF access
parametersare set to default values except minimum and
maximum contentionwindow valuesare setto 31 and 1023
respectiely [1]. The receved power levels are adjustedto be
sufciently over the minimum thresholdvalue. Speci cally,
issuesthat occur as a direct result of limited buffer size,
downlink bandwidth of the AP, and varying TCP RTT are
addressed.

We are consideringa simulationscenariowherethe associ-
atedwirelessstationsuploada le of in nite sizeto a sener
locatedin the wired domain. Each connectionstartswith 1
secondlifferenceandthesimulationdast100secondsUnless
otherwisestated,eachuplink TCP paclet traversesa wired
link with a 15ms delay after the wirelesshop to reachthe
destinationsener. This meansthat RTT for individual uplink
TCP o ws are approximatelyequal.

We list the values of con guration parametersfor the
proposedACK congestioncontrol algorithm. These values
are decidedthrough extensve simulationsfor the speci ed
scenarioWe have testedthemin otherscenariosand similar
results hold. All results cannot be included due to space
limitations. In simulations,« = 0.8, 3 = 2, ActiveT hresh =
500ms, cort = 1,7 = 0.5, C =12,6,12, 16, 20g. The AP IFQ
sizeis setto 50 pacletsfor the default case For the proposed
algorithm, we divide the buffer into two separatebuffers of
length 25 paclets. One of them is usedas the corventional
IFQ andthe otheroneis assignedasthe control queue.

We also implementedthe methodin [4]. The solutionin
[4] suggestshangingthe adwertisedwindow eld in the ACK
pacletsto bB/n,.c throughthe AP (B is the buffer size).

Fig. 2 shaws instantaneouthroughput(averagedover each
1 secondinterval) for individual uplink TCP ows in the
scenariaccomprisingl5 uplink TCP o ws. For this experiment,
we set the 802.11gphysical layer datarate to 24 Mbps (to
have a fair comparisonwith Fig. 1). As it can be obsered
from Fig. 2, eachTCP streamcan grab the wirelesschannel
atthe start,speedup asaresultof controlledACK scheduling
atthe AP andachiere a fair averagethroughputvalue without
experiencingstarvingat no point in time. On the other hand,
thisis not the casefor the default 802.11scenariovheremost
of the o ws stane in termsof throughputas can be seenin
Fig. 1.
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Fig. 2. Instantaneouthroughputfor individual TCP uplink o ws over time
for a scenariowith 15 uplink streamswith the proposedalgorithm (grouped
assignmenmethod)running at the AP.

Note thatin Fig. 2, the initial slopesare steep.Therefore,
Fig. 2 impliesthatthe proposedalgorithmsprovide short-term
fairnessn a congestedgcenarioThis is importantbecausehe
majority of today's World Wide Web traf ¢ consistsof short-
lived TCP o ws. Our algorithmsprotectshort-lved TCP o ws
that are sensitve to lossesduring the early stagesof TCP
window growth.

Fig. 3 depictsthe fairnessindex for varying number of
uplink TCP ows. As canbe seenfrom Fig. 3, the proposed
methods considerablyimprove fairnesswhen comparedto
the corventional default 802.11 scheme.Actually, grouped
assignmentethodpreseres perfectfairnessevenin the case
of 15uplink TCP o ws. Themethodin [4] canpresere perfect
fairnessat all loads.On the otherhand,aswill be shawvn, this
only holdsfor a scenariowith equalRTTs.

Fig. 4 shaws thetotal uplink throughputfor varyingnumber
of uplink TCP o ws. Theresultsalsorepresenthe ef ciency
of differentmethodsn channelutilization. Althoughproviding
fairness, Fig. 4 showvs [4] achieves %38-%45 lower total
throughputthan proposedACK congestioncontrol and lter -
ing methodsproposedin this paper The proposedmethods
are also shavn to achieve higher total throughputthan the
conventionalscheme.

Our methodscan nish theuploadmuchquicker on average
when comparedwith the corventional scheme Although not
displayedhere,it is worthwhile to note that the meanpaclet
delayis largerfor the proposedlgorithms.In spiteof this, still
our proposedalgorithms nish the uploadfaster Cumulative
ACK paclets resultin nev TCP paclets to be generatedn
bursts. Therefore,the data paclets in the bursts experience
gueueingdelay before they are transmitted,which increases
the meanpaclet delay time. On the other hand, the bursty
naturedoesnot negatively affect the averageuploadduration.

Our algorithms also provide fair accessin the case of
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Fig. 4. Total uplink throughputfor the proposedand default algorithmsand
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varying RTTs. For this scenariogach o w i assumedo have

a differentwired link delaywhich is equalto ((i + 1) 10)ms
on the wired route behindthe AP. Fig. 5 depictsthe fairness
index for varying numberof uplink TCP ows. As can be
seenfrom Fig. 5, the proposednethodsconsiderablyimprove

fairnesswhen comparedto the corventional default 802.11
schemeand[4]. As shavn in Fig. 6, ACK congestiorncontrol

and lItering provides higher total throughputin the caseof

varying RTTs for individual o ws.

We have alsotestedhe performancef our algorithmsin the
caseof wirelesschannelwith errors.For AWGN channelwith
paclet error rate (PER) setto 0.1, similar improvementsover
thedefault casearemaintainedn termsof fairnessandchannel
utilization. Owing to spacdimitations,we do notincludethese
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results.The overall channelutilization decreasearound%210
for all of the algorithmswhencomparedo the casewith zero
PER dueto MAC and TCP layer retransmissionsiWe should
note that TCP layer retransmissionsre very rare, although
a large PER is employed. This is due to large MAC layer
retransmissiodimit (which is setto 7 assuggestedn [1]).

V. CONCLUSION

In this paper we have proposedhat ACK congestioncon-
trol and ltering atthe AP resohesthe uplink TCP unfairness
problemin the IEEE 802.11WLAN. The key point is that
the AP efciently managesiownlink ACK paclet scheduling
among the associated o ws with ACK congestioncontrol
and ltering. This approachprevents the uplink o ws with
smaller instantaneougongestionwindows starvingin terms
of throughputdueto severe ACK lossin the AP buffer. ACK
congestioncontrol and Itering resultsin a fair bandwidth
sharefor uplink o ws.

Two heuristic methodsproposednot only improve short-
andlong-termfairnesssubstantiallybut alsoresultin ef cient
channelutilization and high TCP throughput.Moreover, the
performanceof the proposedmethodsis shovn to be inde-
pendentof variable TCP RTT. With the proposedmethod
implementedat the AP, the WLAN userscanenjoy lower and
fair average le uploaddelays.
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