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Abstract— We illustrate the transport layer unfairness problem of this asymmetry can be detrimental in the case it couples
in the IEEE 802.11 Wireless Local Area Networks (WLANS). We with the bi-directional and reliable data delivery method of
propose a novel and simple analytical model to calculate the per- Transmission Control Protocol (TCP). As will be described
flow congestion window limit that provides fair TCP access in . S . . . L
a wired/wireless scenario where the wireless hop is an 802.11'N more detail in Section I, un.falr bandWIdth. allocation is
link. The proposed analysis is unique in that it considers the observed between not only uplink and downlink TCP flows
effects of varying number of uplink and downlink TCP flows, but also individual uplink TCP flows.
varying Round Trip Times (RTTs) of TCP connections, and the  The TCP uplink and downlink asymmetry problem in the
use of delayed TCP Acknowledgment (ACK) mechanism. The \egE 802,11 infrastructure BSS is first studied in [2]. A

comparison with simulation results validates the accuracy of the - . . . .
analytical estimations on the congestion window limit. When the maximum TCP congestion window setting regarding the MAC

TCP connections use the congestion window limits calculated buffer size of AP is proposed. MAC parameter differentia-
from the proposed model, not only fair access can be provisioned, tion [3], [4], parameter adaptation [5], backoff enhancements
but also the channel can be utilized efficiently in a wide range [6], [7], ACK filtering and congestion control [8], per-flow
of scenarios. queueing [9], [10], and rate limitation at the AP [11] are

|. INTRODUCTION among several techniques that are proposed to overcome TCP

An IEEE 802.11 Wireless Local Area Network (WLAN) isunfairrr:(_—:-ss problem in the WLAN'. | tical hod
built around a Basic Service Set (BSS) [1]. In the common In this paper, We propose a simple anaynca me_t od to
deployment, the wireless stations communicate with an Accet?%fmate the maximum TCP congestion window size that

Point (AP) which provides the connection of the WLAN to th&© leves fair TCP access in the .IEEE 302'11 WLAN. The
wired network. This constitutes the infrastructure BSS. proposed analysis shows that this maximum value can be

In the Medium Access Control (MAC) layer, the |EEEappr0ximated by a simple linear function of the bandwidth

802.11 WLAN employs a mandatory contention-based chan®d| theé 802.11 WLAN, the wired link delay of the TCP
access function called the Distributed Coordination Fungonnection, the MAC buffer size of the AP, and the number of

tion (DCF). The DCF adopts Carrier Sense Multiple AccessP data packets each TCP acknowledgment (ACK) packet

with Collision Avoidance (CSMA/CA) and binary eXponen_acknowledges. The proposed analysis is generic so that it

tial backoff. In DCF, the wireless stations, having all equ&onSiderS varying number of uplink and downlink TCP flows,

contention parameters, have equal opportunity to access th@ USe of delayed TCP ACK algorithm, and varying IR‘?“”d
transmission medium. Over a sufficiently long interval, this"P Times (RTTs) among TCP connections. Via simulations,

results in station-based fair access which is also referred 48 Show that the analytically calculated maximum conges-
MAC layer fair access. tion window setting provides fair access and high channel

On the other hand, per-station MAC layer fairness does rigflization. As we will also describe, the proposed analysis
translate into achieving per-flow transport layer faimess [2{2MeWork can aiso be used to calculate the required size of
In DCF, the AP has the same access priority with the wirele AP buffer for falr_TCP_access provisioning given the limit
stations. Therefore, an approximately equal bandwidth that ap the TCP conge;tlop W'ndO\,N Size. ,
uplink 802.11 station may get is shared among all downlink AS for the organization of this paper, we illustrate the TCP
traffic in the AP. This results in a considerable asymmet§fairmness problem in Section . Section Il describes the
between per-flow uplink and downlink bandwidth in a typica‘PrOpose_d anglytlcal method to cf':llculate the maximum TC,P
802.11 WLAN scenario (where the downlink traffic load icongestion window size that achieves per-flow fair access in

usually much larger than the uplink traffic load). The effecl@e WLAN. The performancg evaluation i_s the tqpic of Section
IV. We provide our concluding remarks in Section V.

t This work is supported by the Center for Pervasive Communications and
Computing, and by National Science Foundation under Grant No. 0434928. II. TCP UNFAIRNESS IN THE802.11 WLAN
Any opinions, findings, and conclusions or recommendations expressed in thi . .
material are those of authors and do not necessarily reflect the view of th(jn the 802'1_1 WLAN, a bandwidth asymmetry _eX_|StS be-
National Science Foundation. tween contending upload and download flows. This is due to



the fact that the MAC layer contention parameters are all equal
for the AP and the stations. K stations and an AP are always
contending for the access to the wireless channel, each host
ends up having approximately/(K + 1) share of the total 3t
transmit opportunities over a long time interval. This results
in K/(K + 1) of the transmissions being in the uplink, while
only 1/(K + 1) of the transmissions belong to the downlink
flows.

The TCP receiver returns TCP ACK packets to the TCP = is}
transmitter in order to confirm the successful reception of the
data packets. In the case of multiple uplink and downlink flows
in the WLAN, returning TCP ACKs of upstream TCP data are
gueued at the AP together with the downstream TCP. When the
bandwidth asymmetry in the forward and reverse path builds oL u - . - - o)
up the queue in the AP, the dropped packets impair the TCP Flow index
flow an.d (.:onQEStion CO!‘]tI’Ol mechanisms which assume qui?jl 1. Average throughput of 10 downlink and 20 uplink TCP connections
transmission rate both in the forward and reverse path [12]'I'hé flbw indices from 1 to 10 denote the uplink connections. The rest are th.e

Any TCP data packet that is dropped from the AP buffefownlink connections.
is retransmitted by the TCP sender following a timeout or the
reception of duplicate ACKs. Conversely, any received TCP _ ) ) _

ACK can cumulativelyacknowledge all the data packets serpation either in the downlink or uplink of the WLAN. The

before the data packet for which the ACK is intended for, i.e\./yl‘AN traffic is relayed to the wired network through the

a consequent TCP ACK can compensate for a dropped TéB and vice versa. L.et Round Trip Time (RTT) denote the
ACK. When the packet loss is severe in the AP buffer, trfverage length of the interval from the time a TCP data packet

downstream flows will experience frequent timeouts thus coff.9enerated until the corresponding TCP ACK packet arrives.

gestion window size decreases, resulting in significantly lo%! | IS composed of three main components as follows.
throughput. On the other hand, due to the cumulative propertye Wired Link Delay (LD): The flow-specific average
of the TCP ACK mechanism, upstream flows with large con-  Propagation delay of the packet between the AP and the
gestion windows will not experience such frequent timeouts. Wired node.
In the latter case, it is a low probability that many consecutive © Queueing Delay (2D): The average delay experienced
TCP ACK losses occur for the same flow. Conversely, the by a packet at the wireless station buffer until it reaches to
upstream flows with small congestion windows (fewer packets the head of the queue. Note that due to the unequal traffic
currently on flight) may also experience timeouts and decrease |0ad at the AP and the stationgD 4 andQDsr4 may
their congestion windows even more. Therefore, a number of highly differ.
upstream flows may starve in terms of throughput while some® Wireless Medium Access Delay 4D): The average
other upstream flows enjoy a high throughput. In summary, the access delay experienced by a packet from the time
uplink/downlink bandwidth asymmetry creates a congestion at it reaches to the head of the MAC queue until the
the AP buffer which results in unfair TCP access. transmission is completed successfully.

Fig. 1 shows the average throughput observed by each T&#en, RTT is calculated as follows.
flow for a scenario of 30 stations and an AP in an ns-2 simu-
lation [13]. Each station runs an FTP session over TCP with z]i%TT =2:LD+QDap+QDsra+ADap+ADsra (1)
peer station located in the wired network. There are 10 uplilNote that RTT is calculated as in (1) irrespective of the
and 20 downlink FTP sessions. In Fig. 1, the flow indices frodtirection of the TCP connection. On the other hand, specific
1 to 10 denote the uplink TCP connections. The rest are tha@ues ofAD and@D depend on the packet size, the number
downlink connections. Each station has 802.11g physical layar contending stations, etc. Therefore, RTT of an uplink
with physical data rate set to 54 Mbps [14]. Other simulatiotonnection may differ from RTT of a downlink connection.
parameters are as specified in Section IV. The results illustratéAs it is discussed in Section Il, at high load, the AP can
the unfairness in the throughput achieved by the uplink aiget only 1/n share of the total transmissions over a long
downlink FTP flows. All of the downlink TCP flows starve intime interval which results in unfair access between the TCP
terms of throughput. Only 6 uplink connections can achiewmnnections. On the other hand, fair access can be achieved
high throughput, while 3 uplink connections are totally shut the AP gets a higher share of the bandwidth such that this
down. share prevents packet drops at the AP queue. Providing the
AP a predetermined share of the total transmissions can be
achieved by limiting the number of packets in flight (i.e., in

We consider a typical network topology where a TCRonsaturatiot). This approach simply translates to limiting
connection is initiated between a wireless station and a wirdte congestion window of each TCP flow. In the sequel, we
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will calculate the maximum congestion window size of eactontends with one station on average
TCP flow that prevents packet losses in the AP buffer. -

For our analysis, let the AP and the stations use equal access CT 0w = (Mup + naown) - CTap- )
parameters as suggested in [1]. Unless otherwise stated,Astit will be shown by comparing with simulation results
each TCP data packet be acknowledged by a TCP ACK packatSection 1V, the approximation in (2) leads to analytically
Moreover, define the cycle time as the duration in which atprrect results.
arbitrary tagged station successfully transmits one packet orThen, the throughput of each station (whether it is running
average in the 802.11 WLAN [15], [16]. We claim that if thean uplink or a downlink TCP connection) is limited by
system is to be stabilized at a point such that no packet drop&Ty,,,, (in terms of packets per second). We can also
occur at the AP queue, then the following conditions shouldrite the TCP throughput using/;;,,/ RT'T, where we define
hold. Wyim as the maximum TCP congestion window size for a

« All the non-AP stations are in nonsaturated condition. TCP connection. We calculaté’;,, such that if a flow uses

Let's assume a station has packets (TCP data or ACK) @ congestion window limit larger thal;,, this results in

in its queue_ A new packet is generated On|y if the Statid?ficket losses at the AP buffer. As described in Section ”, the
receives packets (TCP ACK or data) from the AP (as @op of a TCP data packet (for downlink TCP connections)
result of ACK-oriented rate control of TCP). Laf > directly results in a timeout or the generation of duplicate
1 users to be active. Every station (inc|uding the AP-)—CP ACKs. On the other hand, due to the cumulative nature
sends one packet Successfu”y every Cyc|e time [15] m TCP ACK paCketS, the Upllnk flows can still maintain their
the stable case, while the tagged station séngmckets high throughput if the ACK drop ratio does not go over a
every Y cycle time, it receives only one packet. Notdhreshold. As a result, unfair resource allocation in the WLAN
that the AP also sends packets every cycle time, but IS observed.

on the averagey — 1 of these packets are destined to Following our previous claimsQ)Dsr4 = 0 (the stations
the stations other than the tagged one. Therefore, Hfterdre nonsaturated) Dap = (BSap—1)-CTap (We consider
cycle times, the tagged stations queue size will drop dowhe limiting case when the AP buffer is full, but no packet drop
to X —Y +1. SinceY > 1, the tagged stations queue willis observed), and D4 p+ADgsra = CTap (the AP contends
get empty eventually. A new packet will only be create¥ith one station on average), whef5,p is the buffer size
when the AP sends a TCP packet to the tagged stati®hthe AP MAC queue. Using /CTyiow = Wiim/RTT, we
which will be served before it receives another packéfd 9. LD BSap -

(on average). This proves that all the non-AP stations are Wiim =
in nonsaturated condition if no packet losses occur at the
AP. Note thatCT;,,, is an indication of the bandwidth at the bot-

« The AP contends with at most one station at a time dlgneck (at the AP). If the data rate exceeds this bandwidth, the
average. excess data will be queued at the AP, eventually overflowing
Following the previous claim, a non-AP station (which i¢he AP buffer. We calculat®/;;,,, considering a full AP buffer,
nonsaturated) can have a packet ready for transmissiofhigrefore,W;;,,, is the maximumcongestion window limit for
the AP has previously sent a packet to the station. TheteT CP connection that prevents the packet drops at the AP
may be transient cases where the instantaneous numbegégue of sizeBSap.
active stations may become larger than 1. On the otherWe can make following observations from (3).
hand, as we have previously shown, whEn> 1, the « The first term is the effective number of packets that are
gueue at any non-AP station eventually empties. If we in flight in the wired link for any flow, while the second
assume the transient duration to be very short, the number term is the number of packets that are in the AP buffer
actively contending stations on average is one. Therefore, for the same flow.
at each DCF cycle time, the AP and a distinct station will « The first term is a function ofL.D. As we will show,
transmit a packet successfully. the Wy;,, calculated is resilient to varying.D among

CTflow Nup + Ndown

We defineC'T4» as the duration of the average cycle time ~ cOnnections.
during which the AP sends an arbitrary packet (TCP dap Delayed TCP Acknowledgements
or ACK) successfully. We_ will deriveC'T'4p in Section IlI- In the delayed TCP ACK mechanism, the TCP receiver
B. Let the average duration between two successful pac'é%knowledges every TCP data packetsb(,> 1). A typical
transmissions of an arbitrary flow at the AP (or at the NONZ 1ue (widely used in practice) is— 2
AP station) beCT o, ASSUming there areup "’?”d "tdown The use of delayed TCP ACK mechanism changes the
upload and download TCP connections respectively, we m

the followin imation based laim that the A stem dynamics. On the other hand, we still employ our
€ foflowing approximation based on our claim that the assumption that the AP contends one station at a time on the

_ . average. As will be shown by comparison with simulation
*Saturation is the limit reached by the system when each staliesyshas 9 y P

a packet to transmit. In nonsaturation, the (nonsaturated) stations experierlﬁ:%u'ts In Sect!on IV, this assumption leads to analytically
idle times when they have no packet to send. correct results in the case of delayed TCP acknowledgments.



We update (2) and (3) accordingly for delayed TCP ac- L, if po=DATA
ndmun/b + Nup

knowledgments. Let t_he.average duration between two SUCPr(pgra = po) = . /b (8)
cessful packet transmissions of the flow at the non-AP station &7 if p» = ACK.
be CT¢iow der When delayed TCP acknowledgment mecha- Ndown /b + Nup

nism is usedCT fiou,4e1 IS calculated considering that an ACKC. Implementation
packet transmission at the AP corresponds to the generatio

of b data packets in the uplink. We calculate the maximum flow-specific congestion window

limit Wy,,, that achieves fair TCP access in a wired/wireless

 Mup 4 scenario where the wireless hop is an 802.11 link. A control
CT¥iow,del = (T + Ndown) - CTap ) block located at the AP can modify the receiver window field
2. LD BSap of the ACK packets that are all relayed through the AP with
Wlim, == (5) W,
CT ow,ae U b own tim-
. ftowdel Tup/b+na In order to calculatelVy;,,, the control block at the AP
B. CalculatingCTap needs to estimatéD andb. The AP may distinguish among

A random access system such as 802.11 DCF exhibits cyc-'l—igp connections via the IP addresses and the ports they

behavior. As previously mentioned, a cycle time is defined 4ge. The proposed control block located at the AP may run

the duration in which an arbitrary tagged user successfu es'r;np;etirﬁ)éﬁﬂgfngzlsévzg?\;ggnilgr?;'it:mafagi(l;g%e g::iet
transmits one packet on average. Using the approach in [1 Y P g P

we can derive the explicit mathematical expression for Ao the wired fink and receving the ACK (data) packet Wh'ch
£ erated by the reception of the former packet (which is

average DCF cycle time. Then, we can use the average ¢ .
time to predict the average throughput and the average seri//%c' D). Thg TCP header of consecutive ACK packets may be
sed to figure out the value bf.

time. The simple cycle time analysis assesses the saturafl h q vsi Iso b luable for decidi
(asymptotic) performance of the DCF accurately (when eat € proposed analysis can aiso be valuable for deciding on

h X . .
contending AC always has a packet in service). Due to spa%g (’:‘P huffer S|zet:]hat prowdeds falrtr'll' ((:jp gt(;]cetsst._ ‘[_he 8}9%_&;
limitations, we do not present the derivation details of pc¥en or?_ may uZeWLiﬁr?p?f.set rge .(;) W Za. 'S 'C?:P
cycle time in this paper and refer the reader to [15]. connections an raffic 1o decide orgaodsize 0

We are interested in the case when there are two actl?/%:ﬁer to optimize the chip size.

i i i 2-LD
(sa_turated) stations (as the AP C(_)nter_lds with one stat|0n_ at BSuap = (Wyim — )+ (/b + o) 9)
a time). The average cycle time in this scenario can easily CTfiow

be calculated using the model in [15]. In our case, the AP 5 a150 worth to note that although the analytical calcu-
sends the TCP ACK packets of the upImk TCP connectpq‘gtion uses a simple cycle time method in calculatiii@, p
and the TCP data packets of the downlink TCP connectiogsy CT}1ow, the AP may use a measurement-based technique

which contend with the TCP ACK packets of the downlinkaer than the model-based technique used in this paper.
TCP connections and the TCP data packets of the uplink

connections that are generated at the stations. Note that the IV. PERFORMANCEEVALUATION
cycle time varies according to the packet size of contending

: In this section, we validate the analytical results obtained
stations. Then,

from the proposed model via comparing them with the simu-
CTyp = Z Pr(pap = p1) Z Pr(psra = p2) CT,, »,  lation results obtained from ns-2 [13].

pLes pacS We consider a network topology where each wireless station

(6) initiates a connection with a wired station and where the traffic

where S = {ACK,DATA} is the set of different types is relayed to/from the wired network through the AP. The TCP
of packets,Pr(pap = p1) is the probability that the AP is traffic uses a File Transfer Protocol (FTP) agent which models
sending a packet of type, Pr(psra = p2) is the probability bulk data transfer. TCP NewReno with its default parameters

that the non-AP station is sending a packet of typeand in ns-2 is used. All the stations have 802.11g PHY [14] with 54
CT,, p, is the average cycle time when one station is usingbps and 6 Mbps as the data and the basic rate respectively.

a packet of typep; and the other is using a packet type ofrhe wired link data rate is 100 Mbps. The default DCF MAC
p2. We differentiate between the data and the ACK packetarameters are used [1]. The packet size is 1500 bytes for all
because the size of the packets thus the cycle time duratifwws. The MAC buffer size at the stations and the AP is set

depends on the packet type. to 100 packets.
Using simple probability theory, we can calculde(p.p) We obtainedW;;,,, via simulations in such a way that
andPr(psr.4) as follows increasing the maximum TCP congestion window size of TCP
Ndown ) connections by one results in a packet loss ratio larger than
bt if p = DATA 1% at the AP buffer.
nup/ + Ndown
Pr(pap =p1) = T /b (7) : , ,
up ,if p1 = ACK, Note that the proposed analysis can easily be extended for the case when

nup/b + Ndown the value ofb differs among TCP connections.
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Fig. 2. Congestion window limits calculated by the proposed model, thdg. 3.

Total throughput of the system when the TCP connections employ
simulation, and [2].

analytically calculated congestion window limits by the proposed model and

(2].

In the first set of experiments, we set the wired link delay of
each connection to 50 ms. Each TCP data packet is acknowl-
edged by an ACK packeth(= 1). In Fig. 2, we compare

[2]
the estimation of (3) on the congestion window limit with the | |
values obtained from the simulation results and the proposed ~ °sr ]
method of [2] for increasing number of TCP connections. The | ‘ ‘ o
5 10 15

number of upload flows is equal to the number of download
flows. As Fig. 2 implies, the analytical results for the proposed
model and the simulation results are well in accordance. The
analysis in [2] calculates the congestion window limit by

BSap/(nup + Ndown) and underestimates the actual TCP
congestion window limit.

15 —

The total throughput of the system is shown in Fig. 3 7 I . - .
when the TCP connections employ analytically calculated o L - - -
congestion window limits for increasing number of TCP Number of TCP flows at each direction
ConneCtlonS_ n SImUIatlon' AS the compar|§on with [2] reveall?fg. 4. Individual throughput of TCP connections when the TCP connections
the congestion window limits calculated via our method resuffth different wired link delays employ the analytically calculated congestion
in approximately 35% - 50% higher channel utilization for theindow limits by the proposed model and [2].
specific scenario. Although the corresponding results are not
displayed, both achieve perfect fairness (Jain’s fairness index

[17]> 0.9999 where 1 shows perfect fairness) in terms of pethe method proposed in [2] fails to do so.
connection FTP throughput.

[
)

Throughput (Mbps)
[

20
Number of TCP flows at each direction

Proposed

Throughput (Mbps)
[

In the third set of experiments, we consider a scenario
In the second set of experiments, we consider a scenanibere the TCP connections use the delayed ACK mechanism

where wired link delaysi{D) among TCP connections differ.with b = 2. We consider 9 different scenarios where in each
First TCP connection has a 1 ms wired link delay, arii scenario the number of uplink and downlink TCP connections
connection has: ms larger wired link delay thain — 1)*  varies. In the first three scenarios, the number of downlink
connection. We first calculate the congestion window limits vidows is set to 5 and the number of uplink flows is varied
the proposed analysis in this paper and in [2] for varying nuramong 5, 10, and 15, respectively. Varying the number of
ber of uplink and downlink connections, and then employ thelink flows in the same range, the next three scenarios use
corresponding values in simulation. Fig. 4 shows the individua0, and the following three scenarios use 15 downlink flows.
throughput for each TCP connection for the proposed modalFig. 5, we compare the estimation of (5) on the congestion
and [2] for 4 different scenarios. In Fig. 4, for any scenario, theindow limit with the values obtained from the simulation
first half are upload flows and the rest are download flows. Aesults and the proposed method of [2]. The analytical results
the results present, the maximum congestion window valuies the proposed model and the simulation results are well
calculated by the proposed model maintains fair access eweraccordance.The total throughput of the system when the
in the case of varying wired link delays. On the other handCP connections employ analytically calculated congestion
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model considers varying wired link delays among connections,
varying number of uplink and downlink connections, and the
use of delayed ACK mechanism. A simple control block at
the AP may calculate the congestion window limit for each
individual TCP connection, and update the receiver window
sizes accordingly. Via simulations, we have shown that the
congestion window limits calculated via the proposed analysis
provides fair TCP access and high channel utilization. The
same model can also be used to decide on the required AP
buffer size for fair TCP access given the maximum TCP
congestion window sizes used by the connections. The cycle
time analysis can be extended for IEEE 802.11e WLANS [18]
as in [16], therefore the analysis in this paper can also be
extended for the case when MAC parameter differentiation is
used.

Fig. 5. Congestion window limits calculated by the proposed model, the
simulation, and [2] when TCP connections employ delayed ACK mechanisrﬁ]
with b = 2.

(2]
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Fig. 6. Total throughput of the system when the TCP connections employ
analytically calculated congestion window limits by the proposed model afit]
[2] in the case delayed ACK mechanism is uséd=(2).

[11]

window limits is shown in Fig. 6. As the comparison with
[2] reveals, the congestion window limits calculated via ou#2]
method result in approximately 90% - 105% higher channel
utilization. Although the corresponding results are not prets)
sented, the congestion window limits calculated by both the
proposed method and the method of [2] achieve perfec{
fair resource allocation in terms of throughput (Jain’s fairness
index > 0.998). On the other hand, the proposed methold5]
results in a significantly higher channel utilization.
[16]
V. CONCLUSION

In this paper, we focused on TCP unfairness problem in an
IEEE 802.11 infrastructure BSS. We have presented a noyei
and simple analytical model to calculate the TCP congestion
window limit that provides fair TCP access in a wired/wirelessg
scenario where the wireless hop is an 802.11 link. The key
contribution of this study is that the proposed analytical
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